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Abstract. In this work we extend the original deep abstaining classifier (DAC) model to be
trained under a Federated Learning (FL) setup, with the goal of tackling a wider range of
problems including distributed data silos that cannot be freely exchanged between different
owner entities, e.g. electronic health records (EHR) from different registries, due to privacy
considerations. We use typical FL aggregation strategies for the model parameters and devise
new strategies for aggregating the parameters related to the abstention loss function. These are
needed to allow the models to achieve their accuracy targets on disparate silos. We implement
the DAC+FL training under Flower, a simple, open source federated learning framework. We
apply the models to EHR data and compare vs. different baselines. We demonstrate that DAC
can be trained under FL, obtaining a performance that is similar to the DAC in consolidated
training, sometimes with a minimal drift towards increased abstention rate. We also find that
the different aggregation strategies proposed produce similar results. Finally, we indicate how
the DAC+FL model can be used for anomaly detection with the possibility of tuning at a local
silo level.
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1 INTRODUCTION

Federated Learning (FL) was introduced in [1] as an alternative for training DNNs using
privacy sensitive data thatis distributed across separate devices (silos). Instead of storing data in
a centralized location, FL learns a shared model via local aggregation of updates, each computed
by a participating device (i.e. client) and communicated to a global coordinating server. This
allows decoupling of the model training from the access to the raw data, collectively benefitin
from the richness of the individual training datasets, while reducing privacy and security risks.

The basic FL approach usually involves performing local optimization, such as stochastic
gradient descent (SGD), on each client and then computing an aggregated model on the server.
McMahan et al. [1] demonstrate that FL is robust to unbalanced and non-independentlyand
identically distributed (IID) data, and can operate under limited communication constraints.
Further work has considered other open problems in FL [2], as well as general federated ma-
chine learning applications [3]], and privacy issues [4, 5]. In medicine, in particular, where
preserving privacy and reducing the security risks of training with data from electronic health
records (EHR) are of utmostimportance, FL constitutes an efficien and robust alternative [6} 7,
8] to consolidated training.

In this work we adapt the deep abstaining classifie (DAC) model [9] to be trained in a
FL setting and demonstrate its application to EHR data. The DAC identifie data samples
that are ambiguous given the input features and abstains from making predictions on them.
Instead of discarding these ambiguous samples, they are kept during training to allow the deep
neural network (DNN) model to learn useful information regarding the data distribution and
associated noise characteristics. The DAC can be constructed on top of any DNN classifie by
implementing minimal modification to the outputlayer and the training procedure.

The DAC+FL combinationbrings the fl xibility of the abstention framework to the efficien
privacy-preserving distributed learning of FL. This has the potential to allow for more extensive
applications of the DAC model to settings where privacy preserving considerations are crucial
and, at the same time, enable a fine (i.e. local-level) control of the abstention performance by
setting different operational targets per client, without significantl impacting overall perfor-
mance. The main contributions of this work can be summarized as follows:

o Demonstrate that the DAC can be trained under FL setup.

« Show that the performance of the DAC+FL model is similar to the DAC in consolidated
training, with a minimal drift towards increased abstention rate per client.

o Demonstrate the potential for the DAC+FL to be deployed as an anomaly detector.

This manuscript is organized as follows. Sec. [2|briefl reviews the DAC and describes how
it is adapted to FL. Sec. [3] includes results for numerical experiments using EHR data. We
evaluate performance with respect to consolidated (i.e. non-FL) models for homogeneous and
heterogeneous datasets and demonstrate how the model can be deployed for anomaly detec-
tion with local tuning. Finally, Sec. [4] draws some conclusions about the combined model and
suggests directions for future work.

2 DEEP ABSTAINING CLASSIFIER (DAC)

In a traditional classificatio problem, for a given set of input features x, let y be the class
to be predicted by the DNN. The probability of the ith class given &, denoted p; = py, (v = i),
can be define as the i™ outputof the DNN, which implements the probability model p,, (y = i|x)
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(using a softmax function as its fina layer) with w denoting a set of weight matrices that pa-
rameterize the DNN. For notational brevity, we use p; to represent p,,(y = i|x).

The standard cross-entropy trainingloss for a DNN classifie with k classes can be expressed
as:

k
ﬁstandard(w) = - Z ti 10?; Di (1)
i=1

where t; € {0, 1} is the target for the currentsample 1.

The DAC [9] modifie the DNN outputlayer to include an additional abstention class with
a corresponding additional k£ + 1°' output py; which is the probability of abstention. This is
achieved by training the DAC with the following modifie version of the k-class cross-entropy
per-sample loss:

k
; 1
ﬁDAC(m) = (]_ — pk-‘,—l) <— z; tz 10g 1p—> —+ Oleg 1— (2)

— Pk+1 — Pk+1

where k is the number of classes excluding the abstention class, ¢; is the true label of training
data for class ¢ (it is one when i is the true label, zero otherwise), k + 1 is the abstention class,
Pr+1 is the probability of the abstentionclass and o > 0 weights the penalty term for abstention.

This loss function behaves like a regular cross-entropy loss on the original classes and adds
an additional loss term, scaled by a tuning parameter «, that controls the propensity for absten-
tion. Since the balance between these terms depends on the data and the sources of confusion,
the optimal value of a cannotbe determineda priori and must be tuned during the training pro-
cess. Importantly this parameter is tuned during training to guarantee a target accuracy while
minimizing the abstention rate. A very high value of o means a high penalty for abstaining,
driving the model towards no abstention. Conversely, a very low value of a may allow the
model to abstain on everything.

2.1 Adaptive Abstention

To better understand how the a parameter is tuned, we describe the actual training of a
DAC. The trainingis carried out by optimizing (2 while simultaneously tuning « to satisfy two
complementary goals: (i) to achieve a target minimumaccuracy while (ii) minimizing the total
abstention.

Algorithm 1 Algorithm for Alpha Adaptation in Classificatio
Require: 7pay_abs € (0,1), Amin-ans € (0,1) and a® > 0
Ensure: oD > 0

ea < max { Apin-ans — 4,0}

e, < max {7 — Ipax-abs, 0}

a<1-— gaea + grér

Ak ) g k)

Algorithm [I] describes the process for tuning o, a process that is executed after each train-
ing epoch. Let the abstention rate be define as r = # abstaining samples/# total samples, a
fraction between 0 and 1. Also, let 7 ,x_abs denote the target maximum abstention rate and let
Amin-abs denote the target minimum accuracy. These target values are set at the beginning to
reflec performance goals and are kept fi ed during training. Note that the updating of a, the o
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adaptive multiplier, depends on e4, the difference between target and achieved minimumaccu-
racy, and on e, the difference between target and achieved abstentionrate. A positive e4 means
that the accuracy is less than the target value set. As shown in the a update in algorithm(I} this
nudges a to be less thanone, which in turnmeans a smaller o, making it cheaper to abstain. This
increases the abstention rate and potentially increases the accuracy by removing noisy samples
from having any effect on the firs term of eq. (2). On the other hand, a positive e, means that
the abstention rate is greater than the target set. In the a update, this pushes a to be greater
than one, which increments «, making it more expensive to abstain. This should decrease the
abstention rate, albeit at the price of a possible decrementin accuracy.

Starting from an initial value of alpha a®) > 0, this adaptive process should achieve a stable
a value asymptotically. To avoid large o swings while training, the factor a can be confine to
vary in a specifie range (e.g. a € [0.8,1.25]). The adaptation can be made more sensitive to
one or the other target setting by using different multiplier factors (i.e. gains g4, g,) for e4 and
e, when updating a. Note that we use a validation set during trainingand base the o adaptation
on the metrics computed over this set (not the training set). By this adaptive procedure, it has
been shown [9] that the resulting DAC trained models are more robust to feature noise, while
providing a powerful tool for identifying uncertain predictions at inference time.

The DAC has also shown to be efficien for multi-task problems [9], i.e. for simultaneously
solving multiple non-overlapping classificatio tasks. For the multi-task case, the DAC poses
each subclassificatio problem as a classificatio plus abstention, each requiring its own « and
its own tuning during training. Earlier versions of the DAC were tuned using a combination of
accuracy and abstention targets for each task. In the latest versions, used for this work, we have
implemented training methods that, for each task, allow targets for either accuracy or abstention
alone, in addition to the original mixed targets. Effectively this is equivalent to setting either
ga = 0 (pure abstention target) or g, = 0 (pure accuracy target), but with a modifie definitio
of e, (respectively, e,) aiming to preserve accuracy (or abstention rate) inside a given interval,
i.e., for accuracy, if it is smaller than the lower limit, it triggers a decrease in alpha, while, if
accuracy is greater than the upper limit, it triggers an increase in alpha. For this study, we train
only for accuracy; specificall , in order to guarantee 97% accuracy, we choose accuracy targets
of 97.5% =+ 0.5%. It is possible to set tighter bounds on the accuracy (or abstention) targets,
but this can produce significantly longer training times, especially in a multi-task setting. In
a multi-task setting, the stopping criteria require that every task satisfy the desired minimum
accuracy target (which can be set independently for each task), except when a task is able to
exceed the target with zero abstention, in which case that task is considered to have satisfie its
target.

2.2 DAC Training Under Federated Learning

For developing a DAC+FL training algorithm, we make use of FL methods typically em-
ployed to aggregate the model parameters and only introduce new methodologies to handle the
« adaptation under the distributed FL setup.

The normal training of a model under FL is divided in multiple rounds, with each round
composed of a number of epochs trained on individual silos, and local updates executed per
client after each epoch, as in conventional DNN training. After a round is completed, the
parameters of each silo are globally aggregated (typically, weighted mean values, with weights
associated to the size of the silo) by the server, and an updated consolidated model is obtained.
The server shares the consolidated model with the clients, so that they get back the updated
parameters before a new training roundstarts.
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To combine this round-based FL. with the DAC training, we allow each roundto be executed
as in the normal FL training, with the « tuning proceeding independently in each client as
described in Algorithm [I What we need to consider then is how the client-wise tuned o’s
should be synchronized by the server to produce globally updated o parameters that will be used
to optimize the abstentionloss function (2) in the following round. For this synchronization we
devise and compare two different strategies.

Local: This strategy allows the clients to proceed with the optimization using their ‘local’ «
parameter values without any global synchronization by the server, i.e. the a’s evolve
independentlyin each client, and the only global synchronization comes via the updates
to the DNN model parameters performed by the server after each round. Hence, each
client starts the next round with aggregated network weights and with the ‘local’ o’s
saved from the previous round.

Shared: This strategy allows the server to aggregate both & parametervalues and model weights
after each round, following the same policy (e.g. weighted average across clients). This
yields a model where each client starts the next round with aggregated network weights
and ‘shared’ o’s across the different clients.

These strategies aim to capture the intuition that if the data silos are similar, then the shared
strategy should produce the fastest convergence, while if the silos are dissimilar (in size, level
or type of noise in the features, etc.) then allowing each one to adapt their o’s independently
may be the most robust and stable strategy.

We implement these two strategies for the v aggregation in the training of the FL+DAC
model using the Flower Framework [10], a simple framework to bring existing machinelearning
workloads into a federated setting. This results in a scalable, well-tested, and open-source
infrastructure.

3 NUMERICAL EXPERIMENTS

This section presents some of the results of trainingthe DAC undera FL setting. We compare
performance with baselines including no-abstentionand non-federatedlearning DNN classifie
models. First we contrast the performance of the DAC trained with the regular procedure (a.k.a.
consolidated learning) vs. the performance based on a FL implementation, and demonstrate
that the FL setup does not affect the main characteristics of the DAC. Then, we compare the
performance of the two proposed alpha aggregation approaches, namely local and shared, both
in experiments with homogeneousand heterogeneous data silos. We finaliz by illustrating how
the DAC+FL can be used for silo-wise anomaly detection.

3.1 Dataset Description

In this work, we use text pathology reports from the US National Cancer Institute SEER
(Surveillance, Epidemiology, and End Results) registries [11]. Each case of cancer (individual
tumor), given by the case ID, is identifie by a combination of a patient ID and a tumor ID.
Groundtruthfor each case of cancer is obtained from the manually abstracted and consolidated
records in the cancer registries. There may be multiple reports for each case, each of which are
identifie by a combinationof a patientID, a tumorID, and a reportID, and has assigned values
for five tasks: behavior (4 classes), histological type (~ 550 classes), laterality (7 classes),
primary site (~ 70 classes) and primary subsite (~ 300 classes). In addition to the disparity in
number of classes, there is a wide disparity in prevalence across classes. The ground truthis
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consolidated for each case ID (i.e., each individual tumor), meaning all the reports pertaining
to a particular tumorhave the same ground truthregardless of the content of the text pathology
report. Previous work to develop models for automated annotationof cancer pathology reports
(12} 13} [14} [15] demonstratedthe value of DAC methodsin a consolidated training setting. For
the purposes of this work, we focus on the mechanics of enabling DAC trainingin a FL setting
rather than the details of the dataset or the specifi FL aggregation schemes.

3.2 Homogeneous Dataset Experiments

To assess the performance of DAC under consolidated and FL trainingmodalities we selected
the registry of Louisiana (LA), which is composed of 482,914 samples, divided into static train
(338,249 samples), validation (72,391 samples) and test (72,274 samples) partitions. We used
the registry to train one DAC model with a target accuracy of 97, 5% =+ 0.5% for each task. We
also simulated a federated environmentby using two silos with the same dataset. By mimicking
a FL environment using the same registry per silo and target configuratio we build an homo-
geneous dataset case where the results should be comparable with the consolidated training.
Furthermore,by making homogeneous silos, we are more certain that any differences detected
in the results are probably introduced by the different training modalities evaluated, and not
caused by dataset issues.

We configure the FL for 4 rounds of training with a maximum of 25 epochs per round. We
trained DAC+FL models using the proposed «v aggregation strategies (i.e., local and shared). All
models used analogous configurations with the same rounds x max. epochs and with the same
abstention and accuracy targets. A maximum of 100 epochs was set for the non-FL training.
We repeated the training for each model 5 times using different initializations.

Figure [1] displays the evolution of « for one instantiation of the training of the DAC+FL
model. The left column shows the « evolution for local aggregation in each of the two clients.
The righ column shows corresponding results for the shared aggregation. The 4 rounds are
concatenated and the transition between rounds is indicated by vertical dotted lines. It can be
seen that a’s evolve smoothly in both aggregation strategies. We also observe that the shared
strategy seems to require a few more iterations to converge, but, in the end, both strategies
converge to very similar « values. Figures show analogous results for the evolution of
the abstention rate and the accuracy in the validation set. Recall that is the trade-off between
abstention rate and accuracy in the validation set which allows the dynamical tuning of the o
values. These figure demonstratethatboth strategies are able to satisty the target accuracy, and
that performance is similar in both strategies, albeit with a slightly slower convergence for the
shared strategy as already mentioned.

To get a sense of the dispersion with respect to different training initializations, we report
in Table [1] the number of training epochs used per round, per each repetition of the models
evaluated. It can be seen that the base DNN classifie , that does not use abstention or FL (‘No
Abs, No FL’ row in table), requires an average of 32 epochs to converge[] The same DNN
classifie when trained in a FL setup (‘No Abs’ row in table) requires an average of about 41
epochd’| (same convergence definitio as'), suggesting that FL tends to yield marginally slower
convergence, which is usually justifie by the noise that is injected to maintain the privacy

'Convergence here is define as achieving the target minimumaccuracy per task, or early stopping if no im-
provement is obtained after a patience of 5 epochs.

2The direct estimation of about 58 epochs on average to converge would include some extra patience epochs
that are triggered due to the length of the roundsin FL. The average of 41 epochs for convergence is obtained after
discarding the extra patience epochs, i.e. 5 patience epochs x 3 rounds~ 15 extra epochs.
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Figure 1: Evolution of alpha: one instantiationof DAC+FL training for for each of the 5 tasks (behavior, histology,
laterality, site, subsite). Rounds are concatenated, vertical dotted lines indicate the different rounds. Left: local
alpha aggregation. Right: shared alpha aggregation.

abstention rate [val] abstention rate [val]

1.0 == behavior == histology === laterality = == site === subsite 1.0 == behavior =% histology === laterality =~ =e= site == subsite

G 0.8 . N S S S

Client 1
Client 1

—

v behavior = histology == laterality =e= site == subsite 1.0 = behavior -~ histology == laterality =—e= site = subsite
—— — L i 0.8 \\ e

Client 2
Client 2

0 2 4 6 8 10 12 14 16 18 2 4 6 8 10 12 14 16 18
epoch epoch

Figure 2: Evolution of abstention rate in validation set: one instantiation of DAC+FL training for each of the 5
tasks (behavior, histology, laterality, site, subsite). Left: local alpha aggregation. Right: shared alpha aggregation.

of the silo. Comparing with the DAC baseline (No FL’ row in table) which uses abstention
training but no FL, it can be seen that convergence is much faster, requiring about 12 epochs
to convergef| This illustrates the influenc of the abstention loss function (2) in regularizing
the training and in helping to identify the more noisy samples. The proposed DAC+FL models
exhibit a convergence (same convergence definitio as®) thatis closer to the DAC baseline, with
about 17 epochs on average for both local and shared strategies. Even though in one realization
it seems that *shared’ was slower than ’local’, both strategies have the same performance on
average. This is somewhat expected, due to the fact that the silos are basically copies of each
other in the homogeneous experiments, so there are no differences in data noise to prompt
different local adjustmentsin o’s or abstention rates.

Figures and|[6] plot the s, accuracies and abstention rates, respectively, obtained at the
end of training for the validation set. It is evident that any of the abstention-based methods is
able to achieve the set minimumaccuracy of 97%. This highlights the benefi of using abstention

3Convergence here is define as achieving the target minimumaccuracy per task, without surpassing the maxi-
mum target abstention rate per task, or early stopping if no improvement is obtained after a patience of 5 epochs.
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Figure 3: Evolution of accuracy in validation set: one instantiation of DAC+FL training for each of the 5 tasks
(behavior, histology, laterality, site, subsite). Rounds are concatenated, vertical dotted lines indicate the different
rounds. Left: local alpha aggregation. Right: shared alpha aggregation.

Method Repetition 1 Repetition2 Repetition 3 Repetition4 Repetition 5
11,1,1,2 10,3, 1,1 13,6, 1,1 14 1, 1,1 11,2 2 1
DAC + FL Local 12,4,1,1  1,1,1,1 152,22 12,221 11, 1,21
12,3,1,2  14,1,1,1 12,1,1,1 121,22 12,2,1,1
DAC + FL Shared 10,3,1,2 13,1,3,1 12,2,2,2 14221 12,22, 1
No FL 10 11 12 13 12
No Abs 25,16,9,6 25,19,6,7 25,17,9,6 25 18,6,9 25,17,7,9
25,16,9,7 25,19,6,10 25,17,9,6 25 18,9,9 25, 17,7, 7
No Abs, No FL 35 33 34 28 32

Table 1: Numberof epochs in training per repetition. For FL-trained models this is reported by client and by round.

for detecting unreliable samples. It is also clear thatbothlocal and shared strategies converge to
similar o values and accuracies. The major dispersions in accuracy observed are correlated with
the tasks that exhibit lower abstention rates. This can be explained as follows. The abstentionin
the behavior task is zero, so the a parameteris really meaningless since it is being applied to a
zero abstention term. Hence, the apparent differences in o between local and shared strategies
for the behavior task are irrelevant. Laterality and site tasks show only minor divergences and
low abstention rates. The histology and subsite tasks are much more tightly correlated in s,
reflectin the increased difficult posed by tasks with hundredsof classes, high class imbalance,
and more ambiguity ([14]). This also results in higher abstention levels required to achieve the
target minimumaccuracy of 97%.

To finaliz the set of experiments with homogeneous silos, we present in Tables [2| and [3|
the accuracy and abstention rate, respectively, evaluated in the testing set and averaged over all
the trained models in each modality. These results show that the results in the testing set are
consistent with the ones obtained in the validation set. Overall, both local and shared DAC+FL
strategies match the DAC baseline, corroboratingthe statement that DAC can be trained under
FL setup while achieving a performance thatis very similar to the DAC in consolidated training
for the homogeneous dataset, as expected.
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Figure 4: Values of alphas at the end of training for the compared modalities: DAC+FL with local alpha aggrega-
tion, DAC+FL with shared alpha aggregation and DAC without FL.
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Figure 5: Accuracy at the end of training for the compared modalities. Plots correspond to the mean on 5 real-
izations and shaded region shows the standard deviation. Left: DAC+FL with local alpha aggregation, DAC+FL
with shared alpha aggregation and DAC without FL. Right: includes also the plots for FL without abstention and
for baseline without abstention or FL.

3.3 Heterogeneous Dataset Experiments

Having confirme that homogeneous FL training essentially converges to the consolidated
training result, we now address the more meaningful case of heterogeneous FL training. For
these tests we use a combined dataset of Louisiana (LA) and Kentucky (KY). For the FL train-
ing, Client 0 uses the LA data and Client 1 the KY data. The KY dataset is comparable in size
to LA (537,647 total) with a similar partitioninginto train, validation and test sets.

We perform the same experiments as in the previous section, to confir that the local’ and
‘shared” aggregation modalities for the av coefficient converge similarly and are comparable to
the results for the consolidated training on the combined LAKY dataset.

Figure [7] shows the distribution of fina « values for each task, across five training runs
each for the local’ and ‘shared’ FL training modes, and the same dataset trained as a single
consolidated corpus. As with the homogeneous training, the values for the histology and subsite
tasks are very tightly clustered across all modalities, reflectin the stringency required to obtain
the desired accuracy bounds. Conversely, the values for behavior are quite disparate, since the
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Figure 6: Abstentionrate at the end of trainingfor the compared modalities: DAC+FL with local alpha aggregation,
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Task DAC DAC + FL Local DAC + FL Shared
Behavior 0794200001 70t 0 0700 400002
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Laerally  0737£00003 720\ 0 9758 400006
st 057600009 CL 01 09762 500007
subsite 0976600011 i g97ad 200017

Table 2: Mean accuracy =+ standard deviation in test set per client and per task over the trained models.

accuracy target can be met with minimal or zero abstention (see Figures [8]and[9).

There is a visible difference in the fina « values for laterality and site between client 0 and
client 1, consistent across all training runs, indicating that the disparate silos require a slightly
different tuning to achieve the same nominal targets. This is also visible in Figure[9|where clear
differences in abstention rate are visible between clients. Notably the abstention rates for the
FL case are higher, due to both noise introdueed in the FL workfl w and the need to satisfy
accuracy targets on independentsubsets of the data.

Overall, we demonstrate that the FL trained models converge to the consolidated training
case, albeit with some slight variation between clients, primarily due to the data disparities and
consequent divergence in the fina parameters.

3.4 Anomaly Detection

A previously observed feature of the DAC is the ability to signal the prevalence of anomalous
samples through changes in the abstention rate. As evidenced in the heterogeneous training
example, the actual abstention rate for nominally identical models on datasets with differing
composition will vary. In this section we briefl demonstratethe variability of abstentionrate in
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Task DAC DAC + FL Local DAC + FL Shared
Behavior 00003200002 000001 0 0025 400010
Hislogy 0773200202 (70 ol 078 t0 0143
Lateraliy  OIS67£0004L 022 ins 003 200087
st 01329200036 10T 00001 01452 500043
Subsie 0075400026 (€01 0000 6984 200065

Table 3: Mean abstention rate + standard deviation in test set per client and per task over the trained models.
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Figure 7: Values of alphas at the end of heterogeneous training for the compared modalities: DAC+FL with local
alpha aggregation, DAC+FL with shared alpha aggregation, and consolidated training. Left is client 0 (LA), right
is client 1 (KY). Alpha values converge to similar values across multiple tests, with consistent differences between
client 0 and client 1.

two scenarios, cross registry testing and variations over time. This is preliminary study which
will be more fully explored in upcoming work.

3.4.1 Cross-Registry Performance

For this test, we use the five models from the heterogeneous training, trained on LA+KY,
and test the performance on the ’test’ partition of five separate registries. In addition to the LA
and KY datasets, we include registries from New Mexico (NM), Seattle (SE) and Utah (UT).
These registries differ substantially in total size, as well potentially having different composi-
tions compared to the LA, KY registries, including differing class imbalance, quality of anno-
tation (ground truth) and a variety of other factors. The full analysis of the variations between
registries and the reasons for abstention are beyond the scope of this paper.

Figure[10]shows the summary of the accuracy and abstention variation across tasks for each
of the registries. For accuracy, the 97% is maintained or exceeded for all tasks except be-
havior, since that task has effectively no abstention pattern learned and simply behaves as a
non-abstainingclassifie in the presence of noise. The variationin abstentionis obscured due to
the large range of values in the plot so we display an alternate view in Figure [11] showing the
variation of abstention across registries for each task. We exclude behavior since this remains
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Figure 8: Accuracy at the end of training for the compared modalities: DAC+FL with local alpha aggregation,
DAC+FL with shared alpha aggregation and DAC without FL. Left is client 0 (LA), right is client 1 (KY)
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Figure 9: Abstentionrate at the end of trainingfor the compared modalities: DAC+FL with local alpha aggregation,
DAC+FL with shared alpha aggregation and DAC without FL. Left is client 0 (LA), rightis client 1 (KY)

effectively zero, as discussed above. Abstention rates vary across registries, but the trend is
different for each task, reflectin the complexity of the dynamics and differences in number of
classes, noise level and base abstention rates for each. Nevertheless, the ability of the DAC
to signal variations in quality and the potential for abstention rates to vary, both positively and
negatively, is demonstrated.

3.4.2 Time evolution inference tests

An alternate demonstrationof the anomaly detection feature is to test the ability to discern
changes in data over time. For this, we train the models on LA,KY data in an FL setting, but
only using data up to and including the 2012 calendar year. The remaining LA,KY data, from
2013 to 2022, is partitionedinto yearly increments and only the ‘test’ partition from each year
is used.

Figures [I12]and[13| show the abstention and accuracy performance for each client. Note that,
as before, the trend for each task differs over time, but some consistent patterns emerge. Both
clients display similar differences between LA and KY test data, despite being trained primarily
onone or the other. For example, thereis a clear separation between subsite accuracy rates, with
LA (blue) always being more accurate than KY (orange), indicating a systematic difference in
data quality between them. In contrast, the abstention rates for the same task vary more and
converge over time.

The patternslearned by the DAC can be complex, and require an understanding of the details
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Method Repetition 1 Repetition 2 Repetition 3 Repetition4 Repetition 5

19,1,1,1 21,2,6, 1 22,9, 1,2 24,2,2,2 25,9, 1,1
17,2,1,1 17,4, 1,1 24,2,1,1 16, 3, 3, 6 17,14, 1, 1
25,8,2,2 25,1, 1,1 23,2,2,2 25,10, 1,3 23,8,2,2
21,7,2,4 21,2,1,7 17,3,1,1 17, 3,6, 2 17,2,7,1

DAC + FL Local

DAC + FL Shared

b

Table 4: Number of epochs in heterogeneous training per repetition. For each modality, top row is client 0 (LA)
and bottom s client 1 (KY), epochs are reported by round. Note that in heterogeneous training the last round may
require multiple epochs to converge, so that the fina model state, including both « and model weights, may be
slightly different for each silo.
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0.965
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behavior histology laterality site subsite behavior histology laterality site subsite
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Figure 10: Performance summary, abstention and accuracy performance across registries. The models are trained
on LA+KY data and tested on separate "test” partitionsfrom LA, KY, NM, SE, UT registries.

of the registry data. Over time, the cancer coding standards undergo periodic updates, and
the quality of diagnostic tools may improve. Additional changes may be due to changes in
population demographics within the catchment regions for the registries, due to a variety of
factors. Again, the exact reasons for the variation are beyond the scope of this paper, where we
only seek to demonstrate the potential for the DAC to signal (and separate, via the abstention
flag the presence of anomalous samples in the data.

4 CONCLUSION

We have demonstrated the ability to implement the accuracy-targeted DAC in a FL setting,
and tested two different aggregation modes for the o coefficien which are an essential com-
ponent of the models. The resulting FL trained models are shown to converge to the model
obtained via consolidated training, with small differences due to the noise introduced in the
FL process (to preserve privacy) and the need to enforce the accuracy target on independent
subsets of the data. We then demonstrate the ability of these models to signal changes in data
quality, via testing on data from alternate registries and from variations over time from the same
registry. This provides a jumping off point for further work to characterize and improve the
sensitivity of the DAC as an anomaly detecter for deployment in real-world distributed data
collection environments.
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Figure 12: Inference performance of a DAC trained on pre-2012 data, tested on individual years from 2013 to
2022. Client 0 (trainedon LA data in a heterogeneous LA+KY FL setting), tested on LA and KY data from 2013-
2022. Tasks are (top to bottom) behavior, histology, laterality, site, subsite. Left column is accuracy, right column
is abstention rate.
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Figure 13: Inference performance of a DAC trained on pre-2012 data, tested on individual years from 2013 to
2022. Client 1 (trainedon KY data in a heterogeneous LA+KY FL setting), tested on LA and KY data from 2013-
2022. Tasks are (top to bottom) behavior, histology, laterality, site, subsite. Left column is accuracy, right column
is abstention rate.
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